
Risk-based computer system validation is a
process many companies developed long be-
fore the August 2003 Guidance for Industry
document on Part 11 Scope and Application
was issued by the US Food and Drug Adminis-
tration. The main differences between prior-
existing risk models and this guidance is the
emphasis on patient and product safety, prod-
uct quality, and record integrity, as required in
the Part 11 Scope and Application Guidance.

When computerized systems are used to collect
data on which decisions are made on drug effi-
cacy and patient safety or are used to control
the quality of drug during a manufacturing
process, the point of focus has to change. This
article outlines a consistent and justifiable
method for determining the risk of a computer-
ized system with the emphasis on patient and
product safety, product quality, and record
integrity.
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I N T R O D U C T I O N
The Food and Drug Administration’s (FDA’s) 21

CFR Part 11 Guidance on Scope and Applica-

tion (1) allowed the regulated industry a chance

to reduce the extent that we validate computer-

ized systems, manage audit trails, and retain our

records by using a justifiable risk assessment-

based approach. This approach must provide

proof that it is adequately assessing risk of the

computerized system and adequately address-

ing risk reduction through system validation,

record audit trails, and record retention. How-

ever, the FDA did not relax any predicate rules.

First, the regulated industry is still required to

follow and obey the regulations FDA promul-

gates and approves.

This article outlines a consistent, painless,

and justifiable method for determining the risk

of a computerized system. While it is based on

industry-accepted models, the main differences

between prior-existing risk models and this

methodology is the emphasis on patient and

product safety, product quality, and record in-

tegrity as required in the Part 11 Scope and Ap-

plication Guidance. By using this method, one

is guided through the regulations and led to a

consistent and justifiable conclusion regarding

the potential level of risk posed by this comput-

erized application and the steps required to mit-

igate this risk. When a person knowledgeable

with a computerized system performs this risk

assessment and management process (RAMP), it

will take from 15 to 45 minutes to complete. This

methodology can reduce the time spent analyz-

ing system risk and focus system development

and validation efforts.

R E G U L A T I O N S ,  D I R E C T I V E ,  A N D
G U I D E L I N E S :  T H E  K E Y
The FDA’s mission is described as follows:

The FDA is responsible for protecting the public

health by assuring the safety, efficacy, and security

of human and veterinary drugs, biological prod-

ucts, medical devices, our nation’s food supply,

cosmetics, and products that emit radiation. The

FDA is also responsible for advancing the public

health by helping to speed innovations that make

medicines and foods more effective, safer, and

more affordable; and helping the public get the

accurate, science-based information they need to

use medicines and foods to improve their health.

(2)

In following this mission, the Scope and Appli-

cation Guidance stresses “the need to base your

approach on a justified and documented risk as-

sessment and a determination of the potential
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of the system to affect product quality and safety

and record integrity” (1).

Procter & Gamble (P&G) started developing a

risk model by reviewing two available assess-

ment tools that showed some promise: the Soci-

ety of Quality Assurance Computer Validation

Initiative Committee’s article on risk assessment

and validation priority setting (3) and Interna-

tional Society for Pharmaceutical Engineering’s

(ISPE’s) guidelines posted on their Web page

(4). We realized that neither of these models ad-

dressed two of the three key objectives of the

guidance: product quality and safety (of the

product and patients). The third key objective is

record integrity. To ensure we addressed these

objectives, we listed the FDA predicate rules and

guidances in our model. This led us to expand

our development team to include experts from

all the good (regulatory) practice (GxPs), regula-

tory submission creation, and information tech-

nology (IT) areas.

To develop our RAMP model, we used our reg-

ulatory, IT, and quality assurance (QA) experts to

ensure the regulations and guidances promul-

gated by FDA and other regulatory authorities

were properly interpreted and applied.

The three main regulations we reviewed were

the Good Clinical Practice (GCP) regulations

(21 CFR Part 312 [5] and the International Con-

ference on Harmonisation [ICH] GCPs [6]), the

Good Laboratory Practice (GLP) standards (21

CFR Part 58 [7]), and the Good Manufacturing

Practice (GMP) regulations (21 CFR Parts 210

and 211 [8,9]) and the European Union’s (EU’s)

Annex 11 (10). We also included the regulations

from the Prescription Drug Marketing Act

(PDMA [11]) and other FDA guidances, ICH

guidelines, and EU directives to ensure we had a

global approach to risk assessment and mitiga-

tion.

To weave our way through all of these regula-

tions, we developed a decision-tree branching

method. The process is initiated by asking a se-

ries of questions, starting with those indicated

in Table 1.

If the business and technical system owners

performing the assessment know which regula-

tions, directives, or guidelines apply to their ap-

plication, they choose either of the first two an-

swers and continue. If the owners are aware that

the computerized systems do not handle any

regulated data, then they must still verify and

document that their computerized system

meets business and financial objectives; howev-

er, they can exit the RAMP process. If the busi-

ness and technical owners do not know whether

regulations, directives, or guidelines apply, then

the model guides them to a series of specific

questions based directly on the regulations, di-

rectives, and guidelines to ascertain which may

be relevant and whether a computerized system

handles regulated data. For example, the first

question in GMP determination asks:

Does your computerized system support the man-

ufacturing, analytical determinations prior to,

during, or after of the manufacturing, testing,

packaging, or storing processes; or distribution of

government regulated products, or are the records

within the system kept in order to prove compli-

ance with regulations, guidances, or directives on

the manufacturing, testing, packaging, storing or

distribution processes?

If they answer yes to this question, RAMP di-

rects them to eight specific GMP questions to

T A B L E  1
Question 1: Which Regulation, Directive, or Guideline Applies to Your Computerized System?

GxPs or PDMA Go to Part 11 applicability

Submissions Validation and Part 11 is required; go to risk identification

No GxP regulations Computerized system does not handle regulated data; however, you must still verify and document 
that this computerized system meets business and financial objectives

Not sure Go to GxP determination

GxP Applicability
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further ensure that GMPs apply. If they answer

no to the above question or to all eight GMP-

specific questions, then the computerized sys-

tem does not handle any GMP-regulated data,

and RAMP points them to general GLP or GCP

questions—similar to the GMP question. Simi-

lar detailed questions were developed for GLPs

(12 questions) and GCPs (9 questions) to as-

certain whether the application handles any

regulated data. If it is determined that the com-

puterized system does not handle any GxP reg-

ulated data, then the owners are directed to ver-

ify and document that the computerized system

meets its business and financial objectives, and

they are done with the RAMP process. Other-

wise, they move to determine whether Part 11

applies to this system.

E L E C T R O N I C  R E C O R D  P A R T  1 1
A P P L I C A B I L I T Y
Once it is determined that a system handles reg-

ulated data or controls a regulated process, Part

11 applicability is reduced to determining and

understanding how that computerized system

handles records or functions (Table 2).

R I S K  I D E N T I F I C A T I O N
If Part 11 does apply to the application, then the

next step is to conduct the risk assessment. The

goal of risk identification is to help the owner

manage the impact of that risk on the three key

areas of concern: patient and product safety,

product quality, and record integrity. We call

this risk identification the overall computerized
system risk level. It is the potential risk that could

be posed to records handled by this system and

is based on the

• types of data it handles (record criticality)

• types of functions it performs

• likeliness of exposure to user actions that may

identify system errors and trigger system correc-

tion and maintenance

Each of these areas will be rated high, moder-

ate, or low, and the combination of these ratings

will produce the overall computerized system

risk level. The risk level indicates what level of

susceptibility may exist toward patient and

product safety, product quality, or record in-

tegrity if something should go wrong with a sys-

tem. Based on this indication, recommenda-

tions will be made on how to control this risk

such that the system as put into production does

T A B L E  2
Question 2: Does the Computerized System Create, Modify, Maintain, Archive, Retrieve, or 

Transmit Electronic Records?

Yes Go to question 3

No These records will not trigger Part 11 compliance; however, validation is required; follow your 
validation SOP 
Exit the process and document

Question 3: Which Types of Records From This System Do You Rely on to Perform Your Regulated Activities?

Both electronic and paper You must document which record (electronic or paper) is relied on to perform regulated activities in 
your user requirements, functional specifications, SOP, change control log, equipment file, or site 
inspection file
21 CFR Part 11 applies to this system
Go to risk identification

Electronic only 21 CFR Part 11 applies to this system
Go to risk identification

Paper 21 CFR Part 11 does not apply.
However, validation is required; follow your validation SOP
Exit the process and document.

SOP, standard operating procedure.

Part 11 Applicability
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not pose a risk to patient and product safety,

product quality, or record integrity (eg, these

recommendations could run from stringent au-

tomated checking controls for a high system to

manual or process controls for a low system).

G x P  R E C O R D  C R I T I C A L I T Y
The critically of a record is the extent to which a

record is crucial to patient health, drug safety,

quality, and efficacy and drug manufacturing

process or the ability to reconstruct a regulated

process. Each system must be rated for the most

critical records it handles. The questions for

GMP, GLP, and GCP are similar but are specific

to the types of electronic records in each regu-

lated area. The RAMP model presents the asses-

sor(s) with only the questions pertaining to

their identified area (Table 3).

T A B L E  3
Does Your Computerized System Handle the Following Data or Information?

GMPs (including distribution GLPs GCPs (including submissions)
and sampling)
• GMP master, batch production, and • Protocols • Electronic records from NDA/BLA 

control records • Amendments submissions
• Specifications • SOPs • Adverse event report/submissions
• SOPs • Raw data • Patient data from pivotal safety and efficacy 
• Methods • Final reports studies (eg, phase IIb and phase III clinical 
• Process validation records • Individual scientist reports studies)
• Product release/stability data, • Sample chain of custody • Patient data from PK drug labeling clinical 

component and labeling records • Test and control article: accountability, studies and PK drug-drug interaction studies
• Equipment cleaning and use logs characterization, concentration, 
• Return drug product or salvaging formulation

records
• Distribution records
• Other data/documents used to 

make product quality decisions, 
complaint records, and variance 
reports

If yes to one of these records, then your criticality is HIGH

If no, continue … 

Does Your Computerized System Handle the Following Data or Information?

GMPs (including distribution and GLPs GCPs (including submissions)
sampling)
• Inventory records • Archive indices • Patient data from nonpivotal clinical studies
• Equipment calibration and • Audit reports • Patient data from all PK studies except as 

maintenance logs • Deviation reports and memos noted for high records of criticality
• Consultant records • Equipment calibration and
• Annual product reviews maintenance logs

• Master schedule
• Quality assurance statement
• Study director correspondence
• Test and control article distribution
• Test system: accountability,

distribution, maintenance

If yes to one of these records, then your criticality is MODERATE

If no, continue … 

GxP Record Criticality



Risk-Based System Validation R I S K  M A N A G E M E N T 73

Drug Information Journal

C O M P U T E R I Z E D  S Y S T E M  I S S U E S
System functionality and system distribution to-

gether produce an overall effect on the risk level

of a system. Each area is scored, and then the

scores are combined to determine high, moder-

ate, or low risk posed by computerized system is-

sues. This will then be combined with the record

criticality risk to determine the overall comput-

erized system risk level.

All GxP systems are evaluated by the same

functionality grid to assess the main function

performed by the computerized system and the

degree to which associated tasks have the ability

to effect the integrity of the critical records. If a

computerized system performs more than one of

these functions (Table 4), then the highest score

is used to assess the risk.

All GxP systems are evaluated by the same dis-

tribution grid to assess the extent to which an

application is used in industry, in academia, or

by the government. Risk is reduced with broad-

er distribution due to the “stability” of the soft-

ware (Table 5).

Combining the scores for functionality and

distribution, we can assign the following scores

for computerized systems issues: 7 or 8 = High;

4, 5, or 6 = Moderate; 2 or 3 = Low.

O V E R A L L  C O M P U T E R I Z E D  S Y S T E M
R I S K  L E V E L
The overall computerized system risk level indi-

cates the potential risk a system may pose but

does not indicate what risks actually exist with

this system (only a Part 11 gap analysis will indi-

cate areas of the system that truly pose a risk

and the amount of remediation to be performed

to mitigate this risk). This overall system risk lev-

el is the justified risk assessment allowed in the

21 CFR Part 11 Scope and Application Guidance

(1). It is based on the combination of risk iden-

tified for record criticality and system issues

(Table 6).

R I S K  M A N A G E M E N T  A N D  P A R T  1 1
G A P  A N A LY S I S
The completion of a gap analysis shows whether

the system complies with Part 11 or if remedia-

tion is necessary. Risk management in the areas

T A B L E  3
Does Your Computerized System Handle the Following Data or Information?

GMPs (including distribution and GLPs GCPs (including submissions)
sampling)
• Validation records • Validation records • Financial disclosure statements
• Training records and CVs • Training records and CVs • Investigator CVs
• Facilities records • Facilities records • Validation records
• Report formatting records, etc • Report formatting records • Training records and CVs
• Other records • Test system ordering, etc • Facilities records

• Other records • Report formatting records
• Protocols
• Protocol amendments
• Form FDA 1572
• Drug inventory records (receipt, distribution, 

accountability)
• Internal review board/ethics board 

documents
• Investigator’s brochure
• Sponsor SOPs
• Other records

If yes to one of these records, then your criticality is LOW

If not on list, please contact your QA department to discuss

SOP, standard operating procedure, NDA, New Drug  Application; BLA, Biologic License Application; PK, Pharmacokinetics.

Continued
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of validation, audit trail, and record retention is

part of the gap analysis process. The gap analy-

sis follows the requirements listed in 21 CFR

Part 11 (12) and was modified according to the

recommendations in the Guidance for Scope

and Application (1). We have interpreted this

guidance to consolidate or reduce validation

deliverables and testing commensurate with an

overall computerized system risk level and com-

plexity. Each system is assessed against each of

the 25 requirements of Part 11. On the basis of

the justified assessment, this model instructs by

providing specific remediation requirements for

each risk level.

T A B L E  4
What Function Does This Computerized System Perform?

Main System Function Description Score

Electronic data capture Systems that facilitate the electronic capture of data 3

Data entry/modifications Systems used to enter, modify, or delete electronic data records 3

Data calculations, transformation, or derivation Systems used to create new stored data by changing the data format 2
(ie, changing an alpha to a numeric) or by deriving it from other 
stored data
Note: If there is a significant impact on patient health or product safety 
based on the type of data being transformed or derived, increase 
this value to 3

Data analysis—reporting Systems used to analyze data—output may be in the form of data sets 2
or listings, graphs, reports

Submission creating Systems used to collate and publish a regulatory submission or report 2

Data transport Systems used to move electronic records from one platform to another 1

Data browsing Systems used to interrogate data for accuracy, quality, and reliability or 1
other preanalysis purposes; output would not be used for any 
regulated activity

Data/document storage and distribution Systems used to facilitate storage of data/documents required to 1
be retained

Computerized System Functionality

T A B L E  5
How Is This Computerized System Distributed?

System Distribution Description Score

Custom-designed, highly configured or contains OSS System was designed, developed, or highly configured for or by user 5
organization or application is or contains OSS

Multi-industry limited use System was designed and developed for general purposes across 4
many industries, academia, or government but is not widely used

Regulated industry limited use System was designed and developed for regulated purposes 3
(eg, pharmaceutical industry) but is not widely used

Regulated industry broad use System was designed and developed for regulated purposes 2
(eg, pharmaceutical industry) and is widely used

Multi-industry broad use System was designed and developed for general purposes across 1
many industries, academia, or government and is widely used

OSS, Open Source software.

Computerized System Distribution



Risk-Based System Validation R I S K  M A N A G E M E N T 75

Drug Information Journal

• High-risk systems will be validated and tested to en-

sure compliance with all aspects of Part11 and ap-

plicable predicate rules, directives, and guidelines.

• Moderate-risk systems will be allowed to reduce some

Part 11 requirements for record retention, audit

trails, and validation. Some testing will be reduced

commensurate with this risk level.

• Low-risk systems will be allowed to reduce further

some of the Part 11 requirements for record reten-

tion, audit trails, validation. Testing will be reduced

commensurate with this risk level.

Table 7 shows our recommended controls for

applications, based on their risk level for

record retention, audit trails, and validation

and testing.

B U S I N E S S  P R I O R I T Y  R A N K I N G
The business priority ranking (Table 8) is an op-

tional activity. It takes into consideration gov-

ernment audit findings on this or similar com-

puterized systems and the ability of the business

to manage or tolerate the impact of system un-

availability. Priority ranking indicates the signif-

icance an organization should place on provid-

ing resources toward any necessary remediation

as determined by the gap analysis.

If an assessment is being done on a system pri-

or to implementation, then there is no reason to

identify a business priority ranking as any areas

identified in the gap analysis will be addressed

during system requirement analysis and imple-

mentation. While all areas determined by the

gap analysis to be out of compliance must be

corrected, in reality an organization may not

have readily available resources to address all

needs of all systems as soon as they are identi-

fied. In this case, the business priority ranking

can help them determine the order to apply the

limited resources.

The business priority rank focuses on regula-

tory experience and system vulnerability. Each

of these areas is scored, and combining their

scores provides a ranking number of 0 through

10. The ranking number determines appropri-

ate priority for managing resources for multiple

systems within a single risk category (high, mod-

erate, low). A higher business priority rank indi-

cates a higher urgency for the business to make

modifications to the system based on areas

identified as out of compliance in the 21 CFR

Part 11 gap analysis.

When a high-priority rank is determined, a

system owner may want to use this to elevate the

risk to the next higher level to justify following

the more stringent guidelines for validation,

record retention, and audit trailing. For exam-

ple, a warning letter on a low-risk system would

increase the business priority rank, and this

could be used to justify elevating the system risk

to require a more rigorous handling of this

system.

Adding together these two values will give the

business priority rank (a number from 0 to 10) for

your application.

C O M P L I A N C E  P L A N N I N G
All systems that are in production and have ar-

eas out of compliance, as determined by the

21 CFR Part 11 gap analysis, must complete a

compliance plan. A compliance plan consists

of identifying discrepancies based on the 21

CFR Part 11 gap analysis, setting a priority to

these systems, and scheduling appropriate re-

sources and target completion dates to accom-

plish the required tasks. The business priority

rank should be used to allocate resources

within a compliance plan and for resources

that cross over functional areas (eg, IT

resources).

T A B L E  6
Record System Overall Computerized
Criticality Issues System Risk Level

High High High

High Moderate High

High Low Moderate

Moderate High High

Moderate Moderate Moderate

Moderate Low Moderate

Low High Moderate

Low Moderate Low

Low Low Low

Overall Computerized System Risk Level
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T A B L E  7
Record Retention Risk

System will comply with predicate rule retention requirements.

Note: If the system is not responsible for record retention, then there must be another validated process or system in place to handle
this requirement for the records generated by this system.

High Moderate Low

Retention process preserves the Retention process preserves the content Retention process preserves the content and 
content and meaning, provides for and meaning, provides for accurate meaning, provides for accurate retrieval, and is 
accurate retrieval, and is a part of the retrieval, and is a part of the system a part of the system validation plan
system validation plan validation plan

Records can be readily retrieved Records can be readily retrieved during E-records are retained in human-readable 
during retention period retention period format (ie, paper, microfiche) or in common

E-records are retained in human- E-records are retained in human-readable
e-format (ie, PDF)

readable format format (ie, paper, microfiche) or in 

Associated audit trail is retained 
common e-format (ie, PDF)

with e-record Associated audit trail is retained with 
e-record

Audit Trail Risk

System will comply with predicate rule retention requirements.

Computerized systems that do not modify or delete records are not required to have an audit trail.

High Moderate Low

System has an automated audit trail as Physical record deletion is not allowed System has control measures (automated or 
defined in 21 CFR Part 11: “Use of (but logical deletion is permissible) during nonautomated)
secure, computer-generated, time- the record retention period
stamped audit trails to independently 

Changes to records do not obscure record the date and time of operator 
previous entriesentries and actions that create, modify, 

Nonroutine “system repair” work that
or delete electronic records. Record 

cannot be captured in an audit trail is 
changes shall not obscure previously 

documented using appropriate system 
recorded information. Such audit trail 

change procedures
documentation shall be retained for a 
period at least as long as that required 
for the subject electronic records and 
shall be available for agency review 
and copying.”

Physical record deletion is not allowed 
(but logical deletion is permissible) 
during the record retention period

Nonroutine “system repair” work that 
cannot be captured in an automated 
fashion is documented using 
appropriate system change procedures

Justified Risk Assessment Part 11 Gap Analysis
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A S S E S S M E N T  C O M P L E T I O N
The RAMP is completed by a signature from the

assessor and system business owner. The com-

pleted and signed RAMP document is stored

with the system validation documentation. It is

appropriate to review the RAMP with subse-

quent system upgrades that require system

revalidation.

S U M M A R Y
When computerized systems are used to collect

data where decisions are made on drug efficacy

and patient safety or are used to control the

quality of drug during the manufacturing

process, they must comply with applicable regu-

lations and guidances, protect the public by fa-

cilitating approval of safe and effective drug

products, and meet business objectives. FDA’s

Part 11 Final Rule on Electronic Records and

Signatures (1997) (12) outlines stringent con-

trols expected to ensure this public protection.

The 2003 Guidance on Scope and Application

of Part 11 (1) allows the regulated industry a

chance to reduce how we manage the validation,

audit trailing, and retention of our electronic

records by developing a justifiable risk assess-

ment-based approach and providing proof that,

based on sound rationale, we are adequately as-

sessing, documenting, and mitigating the risk of

the computerized system.

The RAMP model developed by P&G is a me-

thodical and logical risk assessment tool focus-

T A B L E  7
Validation Risk

System is validated such that any potential risk is minimized.

Only the depth and extent of the validation can be modified based on the justified risk.

The amount of documentation should be commensurate with the complexity and risk of the application but ample to prove that the
risk of such system can be minimized.

It should be noted that, for small systems, these deliverables may be combined into a single document, while for large systems, there
may be a document for each deliverable.

High Moderate Low

Vendor audit or assessment has been System is validated and documented with System is validated and documented with
performed; any outages uncovered sufficient detail to at a minimum sufficient detail to at a minimum thoroughly 
during the audit or assessments are thoroughly discuss the following: discuss the following:
included in your validation plan

Computerized system description Requirements
Validation deliverables must be based 

Requirements Validation plans, protocols, and reports on your system life cycle or 

Traceability matrix (as determined by
(executed and signed)validation SOP

the complexity of the computerized Vendor audit or assessment (optional)
system)

Validation plans, protocols, and reports
Vendor audit or assessment (optional)

Testing Testing Testing

The amount of testing includes The amount of testing can be limited to The amount of testing can be limited to

User requirements Critical functionalities Business objectives
Normal functionalities All business objectives Regulatory requirements
All business processes Regulatory requirements
Regulatory requirements
Robust and challenge testing

PDF, portable document format; SOP, standard operating procedure.

Continued
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T A B L E  8
Regulatory Experience: Choose One Condition That Best Describes the Regulatory Experience of Your Application

Condition Definition Value

Warning letter within the industry Warning letter has been issued on this or similar computerized system 5
here or within the industry

Critical Part 11 gap 21 CFR Part 11 gap analyses indicate a compliance outage in the system 5
that could pose a risk of receiving a warning letter.

483 and EIR within the industry 483 observation and EIR with required action indicated has been issued 4
on this or similar computerized system here or within the industry

Significant Part 11 gap 21 CFR Part 11 gap analyses indicate a compliance outage in the system 4
that could pose a risk of receiving a 483 observation

System routinely inspected FDA typically looks at records from this type of system during routine 3
inspections

No information No regulatory information available for this or similar computerized 3
systems

No 483; voluntary action indicated in EIR No 483 issued, comments made during debriefing; voluntary action 2
indicated in EIR

Not routinely inspected or not inspected FDA does not typically look at records from this type of system during 1
inspections or has not performed an inspection on this system

No 483; no action indicated FDA has inspected this system/records and made no comments or 0
indicated no actions

Vulnerability: Choose One Condition That Best Describes the Business Tolerance of 
This Application Being Out of Production

Condition Definition Value

Low tolerance of downtime (ie, less than a day) If the system should go down for a short period of time, then there will 5
be a negative impact on patient health, product quality, or business 
objectives

Low tolerance and contingency plan Although there is a low tolerance of downtime, a tested contingency 4
plan is in place

Moderate tolerance of downtime (ie, 2–4 days) If the system should go down for a moderate period of time, then there 3
will be moderate impact on patient health, product quality, or business 
objectives

Moderate tolerance and contingency plan Although there is a moderate tolerance of downtime, a tested 2
contingency plan is in place

High tolerance of downtime (ie, 5+ days) If the system should go down for a long period of time, then there will 1
be little impact on patient health, product quality, or business objectives

High tolerance and contingency plan There is a high tolerance of downtime and a tested contingency plan is 0
in place

EIR, establishment inspection report.

Business Priority Ranking
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ing on patient safety and product safety and

quality. An outcome of this assessment is an

evaluation of a record’s integrity and the type of

testing, audit trailing, and records retention

needed, commensurate with the justified risk. A

further outcome is a guideline for prioritizing

remediation work in identified areas. This

process is consistent and justified, especially

when it is coupled with a robust system life cycle

management process.
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